
Mission Cybersafe

Empowering Young Minds 
for a Safer Digital World



What is social 
engineering? A: When engineers study sociology

B: When people are manipulated to 
obtain data

C: When two computers 
synchronize their data

D: A new Netflix series about 
IT-teams (starring Tom Cruise)



Rank these events 
in order of 
probability, 
from high to low:

A: Geing hacked

B: Pick the right 6 numbers + bonus 
number in the loery

C: Go on a diet – and stick with it for 
more than 9 months

D: Sign up for the gym – and go 
regularly for more than 3 months



What is the main 
focus of aackers? A: The firewall 

B: The sourcecode

C: The user

D: The cloud



How many victims 
of cybercrime 
previously 
thought they were 
of no interest to 
criminals?

A: 10 %
 

B: 30 %

C: 50 %

D: >80 %



You are all the focus of 
aackers.

No one is 100% secure.

You’ve be online for a while
You’re kids
You’re safe
Are you?

You are smart



Signals → Insights → Interventions → Measurable Risk Reduction

Sehr geehrter Kunde, ihr 
DHL-Paket beim Zoll 
eingetroffen und kann 
aufgrund fehlender Zahlung 
der Zollgebühren nicht 
zugestellt werden. 
Bitte bezahlen Sie die 
fälligen Zollgebühren in 
Höhe von 4,75€ umgehend, 
damit wir das Paket 
weiterleiten können. Sie 
können unter folgendem 
Überweisungslink bezahlen

Sehr geehrter Kunde, ihr 
DHL-Paket beim Zoll 
eingetroffen und kann 
aufgrund fehlender Zahlung 
der Zollgebühren nicht 
zugestellt werden. 
Bitte bezahlen Sie die 
fälligen Zollgebühren in 
Höhe von 4,75€ umgehend, 
damit wir das Paket 
weiterleiten können. Sie 
können unter folgendem 
Überweisungslink bezahlen

Already received? ... Cybercriminals learn fast



Aackers 
focus on 
one main 
target



US 

All security incidents 
involve a person who 
has been manipulated.

68%

Data source: Verizon, 2024



A method of fraud that manipulates human 
characteristics such as trust, helpfulness, or 
fear to trick people into revealing confidential 
information or performing actions that 
jeopardize their safety. 

Social Engineering



Social engineering: 
an old trick in a new guise



Phishing





Smishing



Smishing



How to 
avoid being 
Smished 

Don’t click hyperlinks in texts from unknown or suspicious 
numbers. 

Never respond to texts from unknown or suspicious 
numbers – not even to insult them.

Always keep your phone’s operating system and apps up to 
date.

Pay aention to social engineering red flags, such as 
emotionalization. 

Always be wary, if urged to pay or give out sensitive 
information.

01.

02.

03.

04.

05.



Vishing



Quishing



What is Quishing?



Our Brain 

Precisely:
Our emotions



The Psychology of the Aack

Emotional Wave



Voice analysis

Identification

Social & Emotional 
Processing

2

1

3

The new quality of manipulation: vishing & deepfakes

Why is this so successful?



The Psychology of Voice Phishing

Why don’t we recognize that?

Top-Down-Processes: 
When I expect a certain person to call, 
I am more likely to identify the voice as 
that person's

Paern recognition: 
The brain reacts more strongly to 
“familiar” than to “perfect.” A few 
characteristic paerns are suicient

Missing  Red Flags: 
The fakes are so good that there are 
almost no interference signals anymore.



Spot and stop the manipulation

3 Important Tricks

Whenever a message triggers strong emotions – be alarmed!

Coee Colleagues Research 



A game is only 
fair when all 

players 
recognize and 

accept their 
own 

responsibility.

We will only be 
safe if we all 

recognize and 
accept our 

responsibility.

Responsibility

Fairplay



Sounds interesting? 
Let‘s chat.

Dr. Christian Reinhardt
Director Human Risk 
Management


